ITpunoxxenue 1

PEKOMEHJALIMHN

10 NMPOBEJAeHUI0 padoT B NMOABEIOMCTBEeHHbIX PocoOpa3oBaHuI0 yupexaeHusax
1o o0ecrnevYeHnIo 32U Tl HHGOPMAIIMOHHBIX CHCTEM MEPCOHATbHBIX TaHHBIX.

B

cootBercTBUU ¢ pekomernanusmu DOCTOK Poccum obecriedeHune  3amiuTh

MH(OPMAILIMOHHBIX CHCTEM NepcoHanbHbIX AaHHbIX (I1/H) BKIIOUaeT cienyroniye cTaauu:
1 Ilpeonpoexmnas cmaoust

*O6cnenoBanre nHpopManuoHHbix cuctem [1/[H
*Pa3paboTtka [linana mepornpusiTrii mo odecrneueHuro 3amuThel [1JH
*PazpaboTka TexHuueckoro 3aianus

2 Cmaodus npoexmuposanus u peaiusayuu

*Pa3zpaboTka TeXHHYEeCKOro MpoeKTa
*BHepeHne TEXHUYECKUX CpeAcTB 3aiuThl [1J1H
*Pa3paboTka HOPMATHBHOM M PErIaAMEHTUPYIOMIEH JOKYMEHTAITUN

3 Cmaous 6600a 6 deticmeaue

*OrnbITHAs dKCIUTyaTaIus CUCTeMbI 3auThl [1/1H
'HpI/IGMO-CI[aTOqHBIG UCIIbITAHUA

* O1eHKa COOTBETCTBUA TPeOOBAaHUAM MO OE30MaCHOCTH UH(DOpPMALUH
*O0yueHnue nepconasna

[Togaya yBeomMIIeHUS O Havyasie 00paOOTKHU MEPCOHAIBLHBIX JIAHHBIX

I[JI?I THUIIOBBIX CHCTEM 06pa60TKI/I MEPCOHATIBbHBIX NAHHBIX pCain3alus NCPCUHUCIICHHBIX
pa60T, 0COOEHHO B YaCTH IMPOCKTUPOBAHUA CUCTEM 3alIUThI, CYIICCTBCHHO YIIPOIACTCA.

1. IIpoBeneHue oocae10BAHUA

Ha »rtane oOcnenoBanusi mHbOpMaMOHHBIX cucTeM [IJ[H BBIMOTHSAIOTCS CIEAYIOIINE

paboTHI:

dbopmupyercst iepedcHsb [1/[H, HHPOPMAITMOHHBIX CHCTEM U TEXHUYCCKUX CPEJIICTB,
MCIONIb3YEMBIX TSl UX 00paboTKu;

OTIPEIEISAIOTCS TOAPA3ICIICHHS U COTPYIHUKH, oOpabarteiBatomue [1/1H;
onpexeisitores kareropuu [1/1H;

pa3zpabaThIBaeTCs OMMCaHNE OOBEKTA 3aIIMUTHI, BKIIFOUAst COCTaB U XapaKTEPUCTUKU
CpeacTB 0OpaOOTKH TaHHBIX

MPOBOJIUTCS TpEaBaApUTENbHAs Kiaccudukaius naGopmamoHHbix cuctem [1/1H;

B cooTBeTcTBUU ¢ pekomeHaanusMu DCTOK Poccun u (unn) ®Ch Poccun
OTIPEIEISIOTCS U YTOUHSIOTCSI TUTIOBBIE MOJIEIH YIPO3 U COOTBETCTBYIOIIUE UM
TUTIOBBIE TpeOOBaHUS K crucTeMaM 3aiuTsl [1/[H;

OCYIIECTBIISIETCSI OIIEHKAa HEOOXOIUMBIX MEPOTIPUSITHI U 3aTPaT M0 MPUBEICHUIO
nH(popMaMOHHBIX cucTeM [1JIH B COOTBETCTBHE C MPEABABIIEMbIMUA TPEOOBAHUSIMHU.

Pesynbpraramu paboT Ha dTane oOcae0BaHus SIBISIOTCS:

e qiepedeHb U Kareropuu 1114,

e TiepeuyHUd MH(POPMAIMOHHBIX CHCTEM U TEXHUYECKUX CPEJICTB UCTIOIB3YEMBIX JIJIsi 00paOOTKH
[1/In 1 aHanM3 UX COCTOSTHUS,

® COCTaB UMEIOUIUXCS B HAIMYUM Mep U cpeacTB 3amuThl [1/1H;

e TI0/pa3NieNieHUs U COTPYAHUKHU, oOpadaTriBaromue [1/1H;

e TpenBapuTenbHas Kiaccudukamnys HHGOPMAIMOHHBIX cUCTeM, oOpabaTeiBatomux [1/1x Ha
tumnoBble (1 - 4 KJ1accoB) U CHieIUaIbHBIC,

e omnucaHue 0ObEKTOB 3aLTUTHI

® YTOYHEHHBIE THIOBBIE MOJIENIN YTPO3 U TpeOOBaHUS K cucTeMaM 3amuThl [1/1H;



® OIeHKa HEOOXOUMBIX MEPOTIPUSATHH U 3aTpaT IO MPUBEACHUIO HH(POPMAIIMOHHBIX CHCTEM
[1/TH B COOTBETCTBHE C MPEIBSABIICMBIMUA TPEOOBAHUSIMHU.

Ecnmu 3atparbl BpeMeHHM W CpPEACTB HA MPHUBEACHHE HWHPOPMAIMOHHBIX CHCTEM
nepcoHanbHbIX JaHHbIX (MCIIJIH) B COOTBETCTBHE C TPEABABISICEMBIMH TPEOOBAHUSIMH
OKaXyTCsl CIJIMIIKOM BBICOKHUMH, TO CIEAYEeT OIEHUTh BO3MOXKHOCTh OOE3JIMYMBAHUS WIIU
MTOHMKEHUS KJIACCOB MH(OPMAITMOHHBIX CUCTEM M TIPOBECTH HEOOXOUMBIC paOOTHI TOBTOPHO.

HaubGonee »sddextuBapiM crocobom mnpusenennio MWCIIIH B cooTBeTcTBHE C
NPEAbSIBISIEMBIMU  TpEOOBAaHUSAMH  SBJSIETCS WX oOe3nuumBaHue. (OHO  TMO3BOJISAET
knaccudumupoBate WCIIJlH mo wHm3memy kiaccy K4 © camMOCTOSTENBHO ONPEACITUTh
HEOOXOJIMMOCTD U CITOCOOBI X 3aIUTHI.

Ecnu 06e3nrurBanrie HEBO3MOKHO, TO TIOHU3UTh TPEOOBAHUS 10 3aIUTE TIEPCOHATBHBIX
JAaHHBIX MOXKHO TTyTeM cerMeHTupoBanus MCII/IH, oTKII0ueHus OT ceTeil 00IIero moab30BaHusl,
obecnieuenus oomena mexy UCIIJIH ¢ mOMOIIBI0 CMEHHBIX HOCHTEJICH, CO3/JTaHUSI aBTOHOMHBIX
UCIIIx Ha BeIgeneHHbIX APM.

[Tocre ompeneneHus: crnocoOOB TOHIKEHUS TPEOOBAHUU MO 3alIUTE TEPCOHATBHBIX
JAHHBIX ¥ HEOOXOJUMOTO TMOBTOPHOTO OO0CieIOBaHMS OGOPMIISIFOTCS aKThl KJIaCCH(PUKAIMH
NCTI/H, ocymiecTBIsIOTCS ONpeAeeHUE U aHalu3 TUIIOBBIX MOJENEd yrpo3 U TpeOOBaHUH,
orpezeNieHue HeOOXOAUMBIX Mep U cpeAcTB 3amuThl [1/1H, a Takke BHYTPEHHUX HOPMATHUBHBIX
JIOKYMEHTOB, PETJIAMEHTUPYIOIIUX TOPSIOK 00paboTKu 1 3amuThl [1/1H.

3aBepiiaercs npeanpoekTHas cragus GopmupoBaHueM [lnana BBIMONTHEHHS PAabOT TIO
00€CIIeUCHUIO 3alTUThI IEPCOHATBHBIX JAaHHBIX.

[IpenmpoekTHast CTagus SBISICTCS BAKHEUITUM ATArloM padoT Mo 00ECIEYCHHUIO 3alTUThI
MEPCOHAIIBHBIX JIAHHBIX, BO MHOTOM OMPEICIAIOMUM COCTaB U 3(P(HEKTUBHOCTh pean3aluu
MEpOTIPUITHI U HEOOX0uMBbIE 3aTpaThl. [[03TOMY Ha JaHHOM 3Tarie 1eIeco00pa3Ho MPUBJIEKAThH
JUIsL aHaJu3a pe3yabTaToB OOCIENOBaHUS M KOHCYJIbTALMNA CIEUAINCTOB B OOJACTH 3alIUTHI
MEPCOHAIIbHBIX TAHHBIX.

2. Knaccndmxaunﬂ HH(l)OpMaIII/IOHHbIX CUCTEM NMMEPCOHAIBbHBIX TaHHBIX
H OIIPEACJICHUE AKTYAJIBbHBIX YI'PO3 HX 0e3omacHoCTH

Jlna nposeoenusn knaccugpuxayuu UCI/In, onpedenenus xamezopuii nepcoHanibHvix
OAHHBIX U IKCNEPMHOU OUEHKU YZP03 UX 0e30nacHocmu uenecoodpasno cgopmuposams
KOMUcCCUio ¢ npugieuenuem CHeyuaiucmos ¢ 00a1acmu UHGopmMayuonnoi dezonacnocmu,
6 MOM uuce no 3awume 20Cy0apcmeeHHol maiHbol.

Ilepeuenvy munoevix UCII/[n onpedenen npurkazom @CTIK Poccuu, ®Ch Poccuu,
Mununghopmceazu Poccuu om 13 ¢pespana 2008 2. Ne 55/86/20 "O6 ymeepicoenuu
Ilopaoka npoeedenusn Knaccugpukayuu UHPOPMAUYUOHHBIX CUCHIEM NEPCOHATbHBIX
oannwixy  http://www.pd.rsoc.ru/low. Knaccupukaums MCII[AH  ocymecTBiusercss B
3aBUCUMOCTH OT Kamezopuu nepconanvhvix oannvix (II/[n), He copepKalux CBEICHUS,
OTHOCSIINECS K TOCYAapCTBEHHOW TalHe:

kamezopua 1 - TIJln, kacarouuecs pacoBOW, HAIIMOHAIBHON TMPUHAJJIC)KHOCTH,
MOJUTUYECKUX B3TJISA0B, PETUTHO3HBIX U (UIOCOPCKUX YOESKIEHUMN, COCTOSHUS 30POBBS,
WHTHUMHO KU3HU,

kamezopua 2 - I1/IH, mo3Bomstone HACHTU(DUIIMPOBATH CyOBEKTAa MEPCOHAIBHBIX
JaHHBIX M TOJIYYUTh O HEM JIOMOJHUTENbHYI HWH(pOpManuio, 3a uckioyeHuem I1/1H,
OTHOCSIIINXCS K KaTeropuu 1;

kamezopua 3 - I1/IH, mo3Bomstone HAEHTU(GUIUPOBATH CYOBEKTAa MEPCOHAIBHBIX
JAHHBIX;

kamezopusa 4 - 06e31MUeHHbBIE U (M) 00IIEA0CTYTHBIE IEPCOHATBHBIC TAHHBIE.

Ilenecoobpazno omoenvno onpedenamo kamezopuu I/[n, oopadamoieaemvix ¢ HCII/[n
6 IIeKMPOHHOM U 8 Oymadicnom eude. B nocneonem cnyuae cinedyem pykosoocmeosamucs
nocmanoenenuem Ilpasumenvcmea Poccuiickou @edepayuu om 15 cenmaopsa 2008 2. N 687.


http://www.pd.rsoc.ru/low

Tunoevie HCII/In, niis KOTOPBIX HAPYIICHUE 33aJIaHHOW XapaKTEPUCTUKU 0€30TacCHOCTH
NEPCOHANBHBIX JaHHBIX, O0pa0aThIBa€MBIX B HHX, MOXET IPHBECTH K 3HAYUTEIHHBIM
HEraTUBHBIM TOCJEJCTBUSAM JJIsi CYyOBEKTOB MEPCOHATbHBIX JTAHHBIX, OTHOCATCS K Kiaccy 1
(K1), - k HeraTHBHBIM TMOCIEACTBUAM — K Kiaccy 2 (K2), Kk He3HauumenbHblM HETATHBHBIM
nocneocmeuam — x knaccy 3 (K3), mis cyObeKTOB MEPCOHATBHBIX JaHHBIX, He HPUBOOUM K
HETaTUBHBIM HOC1e0CMEUAM JUT CYOBEKTOB IIEPCOHATBHBIX TAHHBIX — K Kiaccy 4 (K4).

Kpome Ttoro, mpu kiaccupukaluyd YUUTHIBAIOTCS OOBEM M TEPPUTOPHUSI OXBaTa
CyOBEKTOB NEPCOHAIBHBIX JAHHBIX B HOpsnake, npuseneHHoM B npukaze PCTIK Poccun,
®Cb Poccun, Munundopmcessizu Poccun ot 13 despans 2008 r. Ne 55/86/20.

KosmnuectBo cydbexkToB | boiee B o6bveme Or B o6Bpeme Ho
I/u B cucreme | 100 PO 5 1000 1000
ThIC. cyon 10 oTpa opraHa MYHI/ILII/f Opramu | 1 T
Kareropus 1T, TTs eKTa 100000 | €™ BIACTH | MAJBHO- | 3alUU
P® ro oOpa
o0padaTbIBaeMBbIX I11u
30BaHUS
B 2JIEKTPOHHOM BH/I€
1. Pacoas, HarmonansHas 1 kanacc (K1) 1 knacc (K1) 1 kaacc (K1)
MPUHAIJIE)KHOCTb,

TIOJTATHYECKAE B3TIISIBI,
penuruo3Heie U Gpunocodcekue
yOeXKICHHsI, COCTOSIHUE
3[0POBbSI, HHTUMHAS KHU3Hb

2. Ilo3Borsiontye HACHTH- 1 kanacc (K1) 2 knacce (K2) 3 knacc (K3)
(ummpoBats cyobeKTa

TIePCOHANBHBIX TaHHBIX U
MOJYYHTH O HEM JOTOTHH-
TENbHYI0 HH(POPMAIIHIO,

3a nckmoueHueM [11H,
OTHOCAITMXCS K Kateropuu 1

3. [osonsroniye 2 knace (K2) 3 knace (K3) 3 kiacc (K3)
UIeHTU(HUIUPOBATH CyObEKTa

MEPCOHAIBHBIX JaHHBIX

4. OGe3nnyeHHbIE M (MITH) 4 knacce (K4) 4 knacc (K4) 4 knacc (K4)

00IIIeIOCTYITHBIE
MIEPCOHANBHBIE TAHHBIC

HUCII/Tn, obpabamwiearowiue obe3nuuennvlie uUIU 00ue00CMynHbvle NEPCOHAIbHbIE
oannwvie Knacca (kamezopuu 4) omnocamca k knaccy K4. B asmom cnyuae ooazamenvhoie
mpebdoeanus no 3awume I1/[n ne ycmanagnueaomes.

Ilocmanoenenuem Ilpasumenvcmea Poccuiickoii @edepayuu om 17 noaopa 2007 2.
Ne 781 "O6 ymeeprncoenuu Ilonosrcenus 06 obecneuenuu 6e30nacHocmu nepcoHAIbHbLIX
OAHHBIX NpU UuX 00padomKe 6 UHPOPMAUUOHHBIX CUCMEMAX NEPCOHATbHBLIX OAHHBIX'
onpeodesenvl HeodX00uMble MEPONPUAMUA NO 3aujUme NePCOHANbHBIX OaHHbIX. B X yucio
BXOJIAT OIpeNeJeHne Yyrpo3 Oe30MacHOCTH MEePCOHANBHBIX JAaHHBIX TpU HX 00paboTke,
(dbopMUpOBaHKE HAa UX OCHOBE MOJIEJH YIpo3; pa3paboTKa Ha OCHOBE MOJENU yIrpO3 CUCTEMBI
3aIIUTHI IEPCOHATBHBIX JAHHBIX, 00ECIIEUNBAIOIIEH HEUTpaNU3aIHio MpearnoJaraéMbiX yrpos
C WCIOJIb30BAaHUEM METOJIOB M CIIOCOOOB 3aIIUThI TIEPCOHAIBHBIX JTAHHBIX, TIPETyCMOTPEHHBIX
JUTSL COOTBETCTBYIOIIETO Ki1acca MHPOPMAIMOHHBIX CUCTEM, U IPYTHE MEPOTIPUSTHSI.

[Ipn 00paboTke MepCcOHANBHBIX JaHHBIX B MH(GOPMAIMOHHON CHUCTEME JOJIKHO OBIThH
o0ecreyeHo:

a) MpOBEJIEHNE MEPONPUITHI, HANPABICHHBIX Ha MPEJOTBPAILICHUE HECAHKIIMOHUPOBAHHOTO
JOCTyNa K NEPCOHAIBHBIM JIAHHBIM U (MJIM) Tepeauu uX JuaM, He UMEIOIIKUM MpaBa JOCTyIa
K Takol uHGpOpMAIMU (npedcoe 6ceco, pe2iamMenmuposanue O0Cmyna CompyoOHUKO8 K
00pabomke nepCoHANbHLIX OAHHBIX, NAPOIbHAS U AHMUBUPYCHASL 3AWUMA);




0) cBOEBpeMEeHHOE OOHapyXeHHe (PAKTOB HECAHKIIMOHHUPOBAHHOTO JIOCTYIA K MEPCOHAIBHBIM
JTAHHBIM (npeoicoe 8ce2o, peclamMeHmuposaHue UCNONb308aHUs U pecylsapHoe 0OHO8IeHUe
AHMUBUPYCHBIX CPEOCB);

B) HedonyuieHue BO3JCUCTBHs HA TEXHUYECKHE CPEICTBA aBTOMATH3WPOBAHHON 00pabOTKH
NEPCOHAIBHBIX  JaHHBIX, B pe3yjlbTare KOTOPOTO MOXET ObITh HApyLIIEHO UX
(YHKIMOHUPOBAHUE (OXPAHA U pe2laMeHMUpoBanue UCNONIb308aHUS MEXHUUECKUX CPeOCm8);

T)  603MOJMCHOCMb  HE3aMEJIUTEIHHOTO  BOCCTAHOBIIGHUS  IMEPCOHAIBHBIX  JAHHBIX,
MOJIM(DHUIIMPOBAHHBIX MM YHHYTOXCHHBIX BCJICJCTBHUE HECAHKIIMOHUPOBAHHOIO JOCTYyNa K
HUM (npejicoe 8ce2o, nymem XpaHeHUs Pe3eP8HbIX KONULl HA CbeMHbIX MAPKUPOBAHHBIX
HOCUmensix);

1) TIOCTOSIHHBIN KOHTPOJIb 32 00eCleYeHHeM YPOBHSI 3aIIUIIEHHOCTH MEPCOHATBHBIX TaHHBIX
(ocywecmensemulii, 8 0CHO8HOM, aomuHucmpamopamu UCII/[H u unvim nepconanom,).

IIpu smom cnedyem umems 66udy, umo 6 coomeemcmeuu ¢ DedepanbHvim 3aKOHOM
om 27 utona 2006 2. Ne 152-D3 «O nepconHanbHulx OAHHBIX) OCHOBHBIM 00A3aMeTbHbIM
mpeoosanuem Kk HCI/[n aensemca oodecnedenue KonguoenyuanvnHocmu. Eciu npaeo
oocmyna cyOvekma K C8OUM NEPCOHANbHLIM OAHHBIM, UX USMEHeHUs, ONOKUPOBAHUS U
0m3b16a Peanu3yiomcs He camum cyovekmom Henocpeocmeento, a nepconanom UCI/[n npu
obpaweHuu umu NO 3anpocy cyovekma ulu e20 3aKOHHO20 npedcmasumens, JAUOO
VHOTHOMOYEHHO20 Op2aHd No 3awume npas cyObeKmo8 NepCOHANbHLIX OAHHbIX, eClu 8
UCII/[n ne obpabamvisaromcsi nepconanivbHvle Oanuvle 1 xamezopuu u He NpedycMOmMpeHO
NpUHAMUE peuleHUtll, NOPOHCOAIUWUX IOPUOULecKUe NOCIe0CmaUs 8 OMHOuleHuu cyovekma
NEPCOHANLHBIX OAHHBIX UNU UHBIM 00PA30M 3ampazusaoujux e2o npasa U 3aKOHHble UHMepecsl
HA OCHOBAHUU UCKTIOYUMENbHO A8MOMAMUIUPOBAHHOLU 00pabOmMKU NepCOHANIbHLIX OAHHUBLX,
mo opyeue mpeboganus (Kpome KOHPUOeHYUAIbHOCMU) MeHee Kpumuuhel. Tak, 6 ciyuae
8bIAGNIECHUS HENPABOMEPHBIX OeUCMBUll ¢ NePCOHANbHLIMU OAHHbIMU OJIL UX YCMPAHeHUs
3AKOHOM NPedyCMOMPEHO MPU pabouux OHs ¢ 0amvl MAKO20 BblAGIeHUSL.

Credyem yuumwvigamo, umo mpebosanusi Kk 0o6pabomke NePCOHANbHBIX OAHHLIX U K
00pabomke UHOU KOHQUOEHYUANbHOU UHpOpMayuu (Hanpumep, KOMMepPHeCcKou matitbvl)
mozym paznudyamscs.  Ilpumenenue K oOpadomke NepCOHAIbHBIX OAHHBIX NOIOHCEHUI
ookymenmoe (nanpumep, CTP-K), oeiicmeyrowux 0o ecmynnenusn 6 cuiy @Deodepaibnozo
3akona om 27 utonan 2006 2. Ne 152-D3 «O nepconanbHvix OAHHBIXY, €CU IMU NOSIONHCEHUS
6 IMOM 3aKOHEe U NOCeOYIOUUX NOO3AKOHHBIX AKMAX U310MCEHbl UHAaye, 10pUuOuU4ecKu
HEKOpPeKmHO.

Ecnu cucmema ne moscem 6vimp omuecena K munogoil, Mooenb yepo3 CReyuaibHoil
uHngopmayuonnoit cucmemol paspadamoieaemca Ha ochoée I'OCT P 51275-2006
cneyuanucmamu 6 ooaacmu ungpopmayuonnoil dezonacnocmu. Tunogvlie modenu yzpos3
npueodamcs é «bazoeoit modenu yzpo3 6e30nacHocmu nEPcoHaAIbHBIX OAHHBIX).

Onpenenenne yrpos 0e30macHOCTH IEPCOHAJBHBIX JAHHBIX OCYIIECTBIIETCS Ha
ocHoBe ytBepxkaeHHOH @OCTOK Poccum «basoBoit Mopenu yrpo3 0e30MacHOCTH
NepCOHANbHBIX AaHHBIX». [TonHbIi nepedyens yrpo3 onpenenes 'OCT P 51275-2006.

Br160p TUIIOBOH MOJENN Yrpo3 OCYLIECTBIISIETCS B 3aBUCUMOCTH OT TOTO, UMEIOT JIH
NUCII[AH moaxmoueHHe K ceTsiM OOIIero MOJb30BaHUS U (WIM) CETAM MEXKIYHApOJHOTO
MH(OPMALIMOHHOTO OOMEHa, a Takke OT MX CTPYKTYphbl (aBTOHOMHBIE aBTOMAaTU3UPOBAaHHBIE
pabouue MecTa, JJoKanbHble ceTH, pacupeneneHusie MCII/IH ¢ ynaneHHbIM JOCTYIIOM).

Haumenbniee koan4yecTBO yrpo3 HMEIOT aBTOMAaTH3MPOBAaHHbIE pabouue MecTa M
nokansHbie MCII/IH, HE moakimtodeHHbIE K ceTsM oOmero mois3oBanus. Ecau HCI/n
Hepacnpeodesiennvle U coomeemcmeyiom kaaccy K3, mo neooxooumvie meponpuamus no
3auiume NEPCOHAILHBIX OAHHBIX MO2YM  OblMb OCYUWLECEIEHbl 0e3 NnpueieueHus
CReyuanuCmos 8 00aacmu UHGOPMayUoOHHOU Ge30nacHocCmu.



Jlna  Kaxcoou yzpo3vl, NPUBEOEHHOU 6 MUNOGOU MOodeau, ciedyem OueHUumy
603MOJICHYI0 cmeneHb ee peanusayuu. Ecau OHa OKaXeTCs BBICOKOM, TO 3TO MOXKET
noTpeOoBaTh MPUMEHEHUS COOTBETCTBYIOIIMX JIOMOJHUTEIBHBIX TEXHUYECKUX CPEJCTB
3alUThl UHGOPMAIUH.

Bo3moxkHOCTh peanu3anuu yrpo3bl 3aBUCUT OT ucxonaHou 3amuiieHHoctu UCIIAH u
BEPOSITHOCTH PEATU3ALMH YIPO3bI.

BeposiTHOCTh peanu3aiuu yrpo3bl - ONpeaeseMblid SKCIEPTHBIM IyTEeM IOKa3aTellb,
XapaKTEepU3YIOLUH, HACKOJIIBKO BEpPOSITHOM SBISETCA pealu3alus KOHKPETHOW yrpo3sl
6e3onacunoctu 11 nns kaxnovt UCIT/IH:

MaJOBEPOATHO - OTCYTCTBYIOT OOBEKTHUBHBIC NPEINOCBUIKH  JJISl OCYILECTBICHHS
yrpo3sl (HampuMep, OTCYTCTBYET (U3HUECKOE MOAKITIOYCHHUE K CETH);

HU3Kas BEPOSATHOCTb - OOBEKTUBHBIE MPEANOCBUIKH JJIs peaju3aldud  yrpo3bl
CYILIECTBYIOT, HO NPHUHSTHIE MEPHI CYIIECTBEHHO 3aTPYAHSIIOT €€ pealn3aluio (HarmpuMmep,
JICMCTBUSI TIEPCOHAJa OTOBOPEHBI B YTBEPKICHHOM pErJaMEHTE WM HMEIOTCS CpelcTBa
3alIUThl U HHCTPYKIIMHU IO UX TPUMEHEHHUIO);

CpeIHsisi BEpPOSITHOCTh - OOBEKTUBHBIE NPEANOCHUIKH JJIs pead3allid  YrpO3bl
CYIIECTBYIOT, HO TIPHHATBIE Mepbl obOecrneueHus Oe3omacHoctd [IJlH HemOCTaTOYHBI
(Hampumep, CpeaCcTBa 3aMIUTH UMEIOTCS, HO MHCTPYKIIMH 110 UX IPUMEHEHHUIO OTCYTCTBYIOT):

BBICOKasE BEPOSITHOCTh - OOBEKTUBHBIC TPEANOCHUIKH IS peau3allii  Yrpo3bl
CYLIECTBYIOT U Mepbl 10 o0ecrieueHuto 6e3onacHocty [1J{H He MPUHATEI.

Ncxonnas 3anmmenHocts MCII[H onpenensiercs B COOTBETCTBUM C YTBEPKICHHOU
OCTIK Poccun «MeToankoil onpeneiaeHus akTyalbHbIX yrpo3 0€30MaCHOCTH MEPCOHANBHBIX
JAHHBIX TP WX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX». Pacuer
ucxoauou 3amumenHoctd MCII[AH ocymecTBiasercs mo Tabiuile, IPUBEIEHHON B
«Metoauke...», B 3aBUCUMOCTH OT psijia OKa3aTeNe, mo KotopbiM noapasaenstorcs MCI/In.

B cooTtBercTBUM € «IMETOAMKON...» OCYHIECTBISAETCA pacyeT BO3MOXKHOCTH pealn3alun
yIpo3 U OLICHKA UX OMACHOCTH.

OrnpenensgemMblii HA OCHOBE OIPOCa SKCIEPTOB IIOKa3aTeslb OMNAaCHOCTU HMEET TpU
3HAUCHUSI:

HU3KAA OnAcHoOCmMb - eclu peanu3auus yzpo3vl ModXdcem npueecmu K
HE3HAUUMETbHbBIM HEeZAMUGHBIM NOCAE0CmeUAM 011 CYOBLeKmog nepcoHalIbHbIX
OanHwIX, Ymo coomeemcmeyem Kiaaccy K3;

cpeonaa oOnacHocms - €CIM pealu3alnus Yrpo3bl MOXKET TMPUBECTU K
HEraTUBHBIM TOCIEACTBUAM IJisi CyOBEKTOB MEPCOHANBHBIX JAHHBIX, YTO COOMIGEMCHIBYem
knaccy K2,

6bICOKAA ONAcCHOCMb - €CIIM peald3aluus yrpo3bl MOXET TMPUBECTH K

3HAYUTEITLHBIM HETATUBHBIM TOCJEACTBUAM il CyOBEKTOB MEPCOHAIBHBIX JTAHHBIX,

4qT10 coomeemcmeyem knaccy Kl1.

Hngpopmayuonnvie  cucmemvl, 014  KOmMoOpwviX  Hapyuwienue  3a0AHHOU
XapaKmepucmuku 0e30nacHOCmu NepcoHANbHLIX OAHHBIX, 00pPAdAMbIEAEMbIX 6 HUX, He
npueoOuUm K HE2AMUGHLIM NOCTe0CMEUAM ONA CYOBEKMOE NEPCOHATbHBIX OAHHbBIX
coomeemcmeyrom knaccy K4.

IIpu ucnonb30BaHUM TUMOBBIX MOJIENEN YIrpo3 U COOTBETCTBYIOIIMX MM TpeOOBaHUH,
npuBeleHHbIX B yrBepxkIeHHbIX @DPCTOK Poccnn «OCHOBHBIX MEpPONPUATHH IO
OpraHu3alMM W TEXHUYeCKoMy olecrnmeueHH0 O€30MacHOCTH MEepCOHaIbHBIX
JaHHBIX, 00pabaThiBa€MbIX B HH(OPMAIMOHHBIX CHCTEMax TIEPCOHAIBHBIX JaHHBIX)»
CIIEyeT Y4YUTBIBATh, UYTO 6 psAlde CIAY4AeE G03MOMNCHOCMU DPEanu3auuu OmoeabHblx yzpo3
Mmozym 0Obimb 00.71€€ 6bICOKUMU U NOMPEO06amd OONOJIHUMENbHBIX Mep 3au{lnbl
nepconanvhvix 0annvix. Haripumep, BO3MOKHOCTD peAIM3allii YIpo3 YBEINYUBAETCS], ECIIN:

- IOMEIIEHN HE 3alIUPArOTCS;

- Ipu 00pabOTKE MEPCOHANBHBIX JAHHBIX UCIOIb3YIOTCS MUKPO(DOH U TNHAMUKH;



- MOHUTOP HE OTBEPHYT OT OKHA U MTOCETHTEIICH;

- UCTIONIB3YIOTCS OECITPOBO/IHBIE YCTPOWCTBA, B T.4. KIIaBUATypa U MBIIIE;

- OTCYTCTBYeT napoibHas 3ammra BlOS;

- ICTIONIB3YIOTCS CPEACTBA CETEBOTO B3aUMO/ICHCTBHSI MO AIICKTPOIIPOBOIKE HIIN
OeCrpOBOIHBIC;

- 3aIlyCK HEPa3pEUICHHBIX MPHUII0KEHUH HE KOHTPOJIUPYETCSL.

AKTyalbHBIE YIPO3bI OMPEICIAIOTCS M0 MpUBEACHHONW B «MeToauke...» TabIuIe B
3aBHCHUMOCTH OT MX OIACHOCTH U BO3MOKHOCTH pealIn3alliH.

Ilpu  omcymcmeuu  0ONONHUMENBHLIX  ORACHBLIX  (hakmopoé  (hanpumep,
nepeuucnennsvix) 0na Hepacnpedenennvix HCII/n 3 knacca ananuz yzpo3 MOHCHO
npoeecmu npu OKOHYAMENbHOM YHMOYHEHUU MPedO6aHull HaA Imane 6bl00pa u peanu3ayuu
cucmemul 3auiunbl NEPCOHATbHBIX OAHHBIX.

Hcxonsa u3 cocTaBiaeHHOro mepeyHs akTyalbHbIX yrpo3 u kiacca MCII/IH Ha ocHOBe
yrBepkaeHHbIX @DPCTOK Poccum «Pekomenpamuii mo obecneueHHio  0€30MacHOCTH
NEePCOHAIBHBIX JaHHBIX MpuU UX o00paboTke B HUHPOPMAIUMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX» M «OCHOBHBIX MEPONPUSATHH 1O OpraHu3aluu WU
TEXHUUYECKOMY obecrnevyeHuIo 0e30macHOCTH nepCcOHaIbHBIX TaHHBIX,
oOpabaTbiBaeMbIX B~ HMH(POPMAIMOHHBIX  CHUCTEMaX  MNEPCOHAIBHBIX  JTAHHBIX»
bopmynupyroTcs KoHKpeTHbie TpeboBanus no 3ammute MCII/IH u ocymecTBisercs BbIOOp
[POrpaMMHBIX U TEXHUUYECKUX CPEJCTB 3alUThl HH(OpMaLIUH.

Buvinucku u3z ookymenmoe pazmeujenwvt na ogpuyuanvrnom caiime @CTIK Poccuu
www.fstec.ru/_razd/_ispo.htm.

AHanu3 axKTyadbHOCTH Yrpo3 U 3allUuTa [EPCOHAJbHBIX JAaHHBIX MOTYT TaKkKe
OCYIIECTBIISATLCS HA OCHOBaHUU Memoouueckux pexomenoayuti @®CH Poccuu no obecneuenuio ¢
HOMOWIBIO KPURMOCPEOCHE 0Oe30NACHOCMU NePCOHAIbHbLIX OAHHbLIX TIPU HX 00paboTKe B
MH(OPMALIMOHHBIX ~ CHCTEMax IMEPCOHAIBHBIX JaHHBIX C  HMCIOJIb30BAaHUEM  CPEICTB
apromatuzanuu. Omnako ans tunoBbix MCII[H 3 kmacca B OONBIIMHCTBE CIydaeB 3TO
noTpedyeT NOMOJHUTENbHBIX 3aTpar.

Ecnn anoManbHO omacHble yrpo3bl HE BbISIBIEHBI, TO 01a HCII/[n 3 knacca, kax
nPAaguo, MONMCHO OZPAHUYUMBCA MUNOBLIMU MPEOOCAHUAMU K CPEOCmEam 3aujumol,
npueedennvimu 6 evinucke u3 «OCHOGHBIX MepORPUAMUIL NO Op2AHU3AUUU U
mexHuueckomy obecneuenuio 6e30nacHOCMU NEPCOHANbHBIX OAHHBIX, 00padamuvléaemvix
6 uHpopmayuonnbix cucmemax nepcoHanbHvIX OaHHBIX»
www.fstec.ru/_spravs/meropriaytiay.doc.

B nokymente npuBojsatcs Tpu BapuanTta TpedoBanuii k UCIT/Ix 3 knacca:

- IPH 0OHONO016308aMENbCKOM PEXUME 00pabOTKY;
- IPU MHOTOIOJIb30BAaTEIbCKOM pEXHUME 00pPaOOTKU U PAGHBIX NPAGAX OOCMYNA;
- [P MHOT'OI0JIb30BATEILCKOM PEXXUME 00paObOTKU U PA3HBIX NPABAX OOCmynd.

B nocneonem cnyuae npu nooxnwuenuu k Unmepnem nepacnpeodenennvix HCIL/In
knacca K3 cepmugpuyuposannvie mesxccemegvle IKpanvl He YKaA3aHwvl, KAK 00A3amenvHble.
Imo cywiecmeéeHHO ymMeHbuiaem 3ampamvl HA  PeAnU3AUUI0  CUCHEMbl  3aU{Umbl
nepcoHanbHuliX OanuHuvlx, HO mpedyem nacmpoiiku HCII/[n ¢ yuyemom npae oocmyna
KOHKpEeMmHbIX no1b306ameneil.

3. OnpeaesieHne cnoco00B MOHMKEHUsI TPEOOBAHUI 110 3alIUTe
NEPCOHAJIBHBIX JTAHHBIX

[To pesynbraram nepBuuHoi kinaccudukanuu MCIIJIH BO MHOTHX CiTydasiX OTHOCSITCS
kK 1 wmm 2 kmaccam, TpeOYIOIIMM CYIIECTBEHHBIX 3aTpaT W 00s3aTeNbHOW AaTTeCTAIlHH.
Cywiecmeenno ymenouiumo o0o0a3amenvHvle mpedoGanUs u HeodXooumvle 3ampamol HA
3auiumy NepPCOHANbHBIX OAHHBHIX MOJNCHO Nymem 00e3n1UYUEAHUA U CEeZMEHMUPOCAHUS


www.fstec.ru/_razd/_ispo.htm
www.fstec.ru/_spravs/meropriaytiay.doc

HUCI/Tn, omkntouenun ceemenmos UCI/In om cemeii 00ugeco nonv3oeanus, opzanuzayuu
evioenennvix APM u op.

OcHoOBHas 5KOHOMUSI 3aTpaT JIOCTUTACTCS IIPU 3TOM 3a CUeT OTKIItoueHus ot utepHer,
n3meHenus knaccudukaruu cermeHToB MCII/In na K4 unum K3 w 3amensl aTrecTanuu Ha
JIEKJIApUPOBAHUE COOTBETCTBHS, a TAaK)KE 3a CUYET YMEHBIICHUS KOJIMYECTBA 3alllUIAEMbIX
APM B arrectyembix MCII/IH Bbicokux kinaccoB K2 u K1.

HawmnydmMm pe3ynbratom sBisieTcss 00e3lIWYMBaHUE W OOOCHOBAHHE COOTBETCTBHS
NCIIJn xinaccy K4, mjist KOTOporo Bce MEpCOHAIbHBIE TaHHBIE OTHOCATCS K KaTteropuu 4 u
SIBIISIIOTCS. 00€3TMYCHHBIMU MIIA OOIIETOCTYITHBIMH.

[Ipu >TOM HEOOXOIMMO HMETh BBUIY, YTO 00BAGUmMbL NEPCOHATbHbIE OAHHbBLE
00Ue00CMYNHBIMU MOJIBKO GHYmMPU Op2anu3auuu oaxce c coziacun cyovekmoe I1/n
nenvza. B coorBercTBuun ¢ denepanbubiM 3akoHOM Poccuiickoit @eneparuu ot 27 urois 2007
r. Nel52-®3 «O nepcoHanpHBIX JAHHBIX», OOILEJOCTYIHBIMHU SBIISIOTCS IE€PCOHAIbHBIC
JaHHbIE, TOCTYIl HEOTPAHHUUEHHOTO KPYTa JIUI] K KOTOPHIM MPEAOCTABIICH C COracus CyObeKkTa
MEPCOHANBHBIX JAHHBIX HIIM HA KOTOPBIE B COOTBETCTBUU C (helepalbHBIMU 3aKOHAMHU HE
pacrpocTpaHsiercss  TpeboBaHue  coOmoneHus  KoHbuAeHuuanpHOocTU.  [loaTOMy 6
UHPOPMAYUOHHBIX cucmemMax 0yX2aimepcKozo u Kaopoeoz2o yyema, yuema KOHMUHZEHMA
U ycneeaemMocmu y4auiuxca o00a3amenvHO 0yOym UMEmbCcA NEPCOHAbHbBIE OAHHblE,
KOmopbuie Heo0X00uMo 3auuuiams.

B smoii ceéazu naubvonee yppexmusnvim aenaemcsa ooveznuyueanue UCIL/[n nymem
3amenvt ODHO cyovexkmoe II/[n na ux auynvie KoOvl (MabdenbHble HOMEPA), UCROIb3YEMbLE
011  A6MOMAMU3UPOBAHHO20 Yyyema 6 OaHHoul  opeanu3zayuu. CylIECTBEHHBIM
MPEUMYIIIECTBOM 3TOTO CHOcO0a SBISETCS BO3MOXKHOCTH HEIMOCPEICTBEHHOM 3aMEHBI BCEX
OUO komamMu BpYYHYIO WIM C TOMOIIBI0O BCTPOCHHBIX CPEICTB B HEAOCTYIHBIX IS
camoctositensHoi Moaepuuzanuu UCIIIu (1C 6yxranrepus, [lapyc u np.).

Bmopuim no sphexmusnocmu aensemcea noanoe ucknwovenue uz UCI/[n ceeoenuit
1 xamezopuu, Kacarowuxca pacoeoil, HAYUOHAILHOI NPUHAOTNEHCHOCMU, NOJTUMUYECKUX
632711008, PEeUCUOHBIX U (punocopckux ybderxicoeHuil, cocmoanus 300pP06vs, UHMUMHOU
acuznu. Jlaxe, ecniu B nedctBytomux MCII[IH coxpaHwiuch Takue MOKa3aTelid, TO HX
1[e1€CO00Pa3HO UCKIIIOUUTh WM CTEPETh COOTBETCTBYIOIIME UM JAaHHBIC, WU 3aMEHUTh Ha
ycioBHbIE KOJBI. Ilpu Heobdxo0umocmu yuem nepconanvhuvix oannvix 1 kamezopuu ciedyem
ocywiecmenams 6 (hopme ankem, cnpagoK, TUYHBLIX 0€/l U UHBIX OOKYMEHMO0E8 mMOJIbKO HA
oymadicnvlx Hocumenax. J{ns GopMUpOBaHUSA M BEJIEHUS CIHCKOB JIMIl C OTPAaHUYCHHBIMU
BO3MOKHOCTSIMU 3JI0pPOBbSI KOHKPETHBIE€ JIaHHBIE O COCTOSIHUU 3[I0POBbs, KAaK MPABHIIO, HE
TpeOyroTcsl.

Taxorce cneoyem nonnocmoiro ucknouume u3z UCI/[n u e¢vidoenums 6 cneyuaivHnoe
0e10npPouU3800CmME0 C6eOCHUs, OMHOCAUUECA K 20CYOaApPCMEEHHOI mailHe.

Ilepconanvnvie Oannvie 2 Kamezopuu, no3eoaawWUe UOEHMUPDUUUPOSamD
cyO0veKma nepcoHaIbHbIX OAHHBIX U NOJIYUUMb 0 HeM OONOTHUMENbHYI0 uHpopmayuio (3a
uckmouenrem [IJ[H, oTHocsmuxcst Kk Kareropun 1) yenecoobpasno evieecmu U3
unmezpuposannvix HCII/[n 6 omodenvHvlie /10KaNbHBIE CUCMEMbL U OMKIIOYUMbL OM
Humepnem.

Ilepconanvnvie oannvie 3 kKamezopuu, no36oaAIOUUE MOJILKO UOEHMUDUUUPOsamb
cyOveKma nepcoHanbHbIX OAHHbBIX, 8 3agucumocmu om oovema oannvix u Knacca HCIl/[n
MOJHCHO oDe3nuuueams uiu 00padbamvleams ¢ HeU3MeHHOM Guoe.

4. U3meHeHne Kacca HHPOPMANMOHHBIX CHCTEM MEPCOHAIbHBIX JAHHBIX
nyTeM 00e3/IMYUBAHMS.

Ooeznuuueanue UCII/[n nozeonsem coxpanums 0eiucmeyOujuilt ROPa0oK 00CHyna
nonv3oeameneil, 6Ka04aA yoaiennpli. EMUHCTBEHHBIM OTIIMYUEM SIBIISIETCS pa3MeElIeHHe U
ucrnionb3oBanue B obesnuueHHbIXx MCII[H muunbix komoB BMecTto DPUO cyObekToB



NEPCOHAIBHBIX JaHHbIX. [Ipu 3TOM Henv3a ozpanuvumevca o00e3nUYUEAHUEM BHOBD
6600UMbBIX NEPCOHATbHBLIX OAHHBIX, A pPAHee HAKONJIEHHble OCMmAsUMmb 6 MmOl ce Oaze
OanHblx 0e3 usmenenusn. Heucronb3yeMble NEPCOHAIBHBIE JIaHHBIE 3a MPEIIECTBYIOLINE
roJpl 1eJ1eco00pa3HO CKOMUPOBAaTh HA ChEMHBIE ONTHYECKUE HOCUTENU U YAAJIUTh U3
nercreyromux UCITH.

Oobe3nuuueanue aenaemca Haubonee npuemiemMvblmM CHOCOOOM NPUBEOCHUA 6
coomeemcmeue mpebosanuam 3aKOHOO0amenbCmea UHmMeZPUPOBAHHBIX
muozopynkyuonanvnvix UCIL/[n u pacnpeoenennvix UCIL/[n, ucnons3yrougux ona oomena
OAHHBIMU CeMU 00ULe20 NOIb306AHUSL.

O6e3nuuuBanue HEOONBIIUX MO 00beMy 0a3 [JaHHBIX MOXKET OCYIIECTBIATHCA
BpyuHyto. J{is obe3nuuuBaHus OONBIINX OOBEMOB NMEPCOHAIBHBIX JAHHBIX IIEIIECOO0PA3HO
dbopmupoBath crienraibabie SQL-3ampocsr.

Haubonee npocmo oéeznuuume HCI/[n, ¢ xomopvix @HO wucnonvzosanucs
MOJIbKO 6 Kauecmee J102UH08 Uiy naposei 011 00Cmyna y4amuxca K uH@opmayuoHusim
cucmemam obecneuenusn yuednozo npoyecca. B 3tom cirydae J0CTaTOYHO U3MEHUTH CIIOCO0
dbopMupoBaHus  HIECHTU(DUKAUUOHHBIX  JAaHHbIX. DYHKIUMOHANBHOCTH U  TMOPSAOK
UCIIOJIb30BaHUS TAKUX 00€3IMUCHHBIX HHPOPMAIIMOHHBIX CUCTEM TOJHOCTHIO COXPAHSIOTCS.

Bo3moowcen maxkoce ynugepcanvHulii cnocod o00e31uuueanus U nocaeodyruien
IKCHIIyamauuu HeOOCMynHuIX 01 camocmoamenvhoi mooepuuzauyuu HCII/[n, xoTopsie
MO3BOJIAIOT BBIBOJAUTH MpeAHA3HAUCHHBIC AJISl pacleyaTKu OyXraaTepcKue U UHbIE JOKYMEHTHI
B (Qaiin B popmatre MS Excel wim MS Word ans mocnenyromiero penaktupoBanus. OH
3aKauaemcsa 8 pa3padomKe Heca10MCHOI NPOZPAMMBL UL MAKPOCA 0151 ABMOMAMUYECKOLL
oopammnoit 3amensvl 1uunvIX K0008 Ha DHO ¢ evicpyscennvix uz HCIl/[n ona pacnewamku
ooxkymenmax. Daitnbl kogudukaropa (Tadbmuisl coorBeTcTBrs) DO U AMYHBIX KOJOB MOTYT
OBITH JIETKO C(POPMUPOBAHBI IYTEM BBITPY3KH HYX)HOU (hopmbr u3 neiictByromeit UCITAn u
HOCIIEAYIONIeH py4yHOi ee 00paboTku, Hampumep B EXcel, ¢ xoHBeprupoBaHuem B (aiiiibl
Tpedyemoro opmara.

BaxkupiMu JOCTOMHCTBaMHU YKa3aHHOTO croco0a obesnuuuBanust UCIIIH, kpome
YHUBEPCATBHOCTH, SBJISIFOTCS:

- coxpaHeHue (PYHKIHMOHAILHOCTH M CEPBHUCHOTO COMPOBOXKACHUS O0E3TMYUBAEMBIX
neiictByromux MCIT/IH 6e3 ux nporpaMMHON MOJEpHU3ALINY;

- HCTIONb30BaHue equHoro koaudukaropa GUO, coaepxaiiiero nepcoHalbHbIE TaHHbIE
3 kareropuu, JJIsl pacrevyaTKd JOKYMEHTOB, BBITPYXKA€MbIX U3 PA3THYHBIX 00€3TMUUBACMBIX
NCIIH;

- BO3MOXKHOCTb JEIIEHTPAJIM30BAaHHOIO HCIHOJb30BaHus Koaudukaropa PO nHa
oTnenbHEIX APM;

- o0ecrieueHrEe HaJUIekKAIIETr0 XpaHEHUs U ucnoib3oBaHus konugpukaropa OO Ha
3alMILIIEHHOM BCTPOEHHOM MJIM OT/I€IbHOM BHEILIHEM HOCHUTEIIE;

- BO3MOXXHOCTbH pEIaKTHPOBaHU U gonoiHeHus: koaudukaropa @O cpenctBamu MS
Office.

Ecnn  uucnenHocts yuamuxcsi mnpebimaer 1000 wemoBek u  kimacc MCII/n
cootBercTBYyeT K2, T0 komudukatop MO Takke MokeT ObITh pa30UT HA OTAETHHO XpaHUMBIE
yactu (¢aiinsl), He npesplmatone 1000 uenoBek (1Mo TroaaM 3adyMCICHHs, Kypcam,
dakynbreram u np.). [Ipu sTom 6a3a 00e3TUUCHHBIX JAaHHBIX MOXKET OCTaBaThCs OOIIEH.

5. Ilonnkenune TpeOOBAHMIA MO 3aLIMTE NEPCOHAIBHBIX JAHHBIX yTEeM
CErMCHTUPOBAHUSA l/lH(l)OpMalll/IOHHI)IX CUCTEM NMEPCOHAIBHBIX TaHHBIX.

Cezmenmupoeanue 3axmodaercsi B pasneneHuu cerepoid MCIIJIH Ha HECKOIBKO
CETMEHTOB /Il yMEHBIIIEHUS TPEOOBAHUIA U YIIPOIIEHUS 3aIUTHI IEPCOHATBHBIX JaHHBIX. OHO
noseonsem:



- OeyeHmpanuzoeamsv 00paAdGOMKYy NEPCOHANbHBIX OAHHBLIX 2-II Kameeopuu u
nonuzums knacc ceemenmoe UCII/[n 0o K3, eciu Koauuecmeo cydbeKkmoe nepcoHanibHvlx
oannvix npeeviuiaem 1000 uenoeexk, unu eciu oHu He HNPUHAOTIEHCAM OPZAHUIAUUU-
onepamopy.

- YMEHBIIUTH KoJIM4YecTBO 3auuiaeMeix APM B pacnipenenennsix UCITIH.

Jlannwlii cnocod Ha npakmuke A67131emcsa 00HUM U3 OCHOGHBIX.

[Ipu cermentupoanuu HCII/IH Ha B3aMMOAEWUCTBYIOIIME IO CETH MOJCUCTEMbI
ClelyeT UMETh BBHJY, YTO KJacC CHUCTEMbI B ILIEJIOM paBeH HamOojee BHICOKOMY KJIaccy ee
noacucteMm (cermeHToB). [losTomy mpocmoe pazoenenue na HUCI/[n noocucmemwvt 6e3
02PAHUYEHUSA UX 83AUMOOCICMEUS He CHUMCAem mMPedo6anus no 3aujume nNepcoHAIbHBIX
OUHHBIX.

[IpocreiimumM crocoOOM OrpaHUYEHHs] B3aWMOJEUCTBUS CErMEHTOB SIBISETCS HX
¢u3nueckoe (raJpbBaHMYECKOE) M3OJUPOBAHME APYT OT Apyra. AIbTEpHATHBHBIM CIIOCOOOM
CErMEHTUPOBAHMS  SBISETCA HUcnonb3oBaHue ceprudunupoBanHbix DOCTOK  Poccun
MEKCETEeBBIX IKpaHOB. OHAKO HA MPAKTUKE 00a 3THU CIOco0a COMPSHKEHBI C MPHOOPETCHUEM
JOTIOJTHUTEILHOTO ~ CEPBEPHOTO  OOOpYNOBaHUS W IPOrPaMMHOrO  OOecrneueHus: u
NOBBILICHHBIMU 3aTpaTaMyd Ha aJMHUHHUCTPUPOBAHUE M TEXHOJOTMYECKOE COINPOBOXKACHUE
cermentupoBanHoil MCII/Iu. [loaTomy maubonee uenecooopazno cezmenmuposams ciabpo
e3aumooeiicmeyrouwjue noocucmemvr HCII/[n, Hanpumep, KaapoBOro M OyXraJrepckoro
yueTa IMepcoHana U IMOJACHUCTEMBbI OOeCredeHUs Y4eOHOro Impoiecca ¢ 0OMeHOM OAHHbIMU
MeNHCOY HUMU C NOMOULBIO CHEMHBIX HOCUMmelell.

bonee r¢pghexmusno ocywecmenamep cecmenmuposanue 00 OmMOEIbHLIX pPAOOUUX
Mmecm 6 couemanuu ¢ oode3nuuueanuem oeiicmeyrowien UCI/n. 1lpu >T0M 3aTtpaThl Ha
sKCIUTyaTanuio  eauHod  oOesnumyenHodt WCIIJJn  wHe yBenuyuBaroTcs, a XpaHUTbH
kouduxatopsr ®NO (WM X 4aCcTH) MOKHO HEMOCPEICTBEHHO Ha T€X pab0YMX CTAHIMIX, HA
KOTOPBIX IEPCOHANIbHbIE JaHHble Buszyanusupytorci. FEcau HCI/Iln ne aensemcsa
pacnpedeneHHonl u He nookiwuena K Humepnem, mo meponpusamus no 3aujume
OMOENbHBIX PADOYUX MeCH He ROMPeOdYIom DONbUIUX 3ampam.

Haunbonee cioxHOW SBISETCS 3alIMTa TEPCOHAIBHBIX JAHHBIX B PaclpelelIeHHBIX
UCTIu. TlosTOMy nepecvliKy nepcoHanbHblX OAHHBIX HO CeMAM 00ULe20 NONb308AHUA
UenecootpazHo oCyuwiecmensims moabKo 6 00e3nuueHHoOM euoe, a 00MeH Koougukamopamu
DHUO - kypvepckum cnocobom. Imo no3eonum uzdeixcamy Kiaccuukayuu u 3auiumaol
pacnpeodenennvix HCIL/[n.

6. YMenbienue Tpe0oBaHUIl K 3amMTe HH(POPMALMHU MyTEM
orkiaouenusa UCII/In ot cereii 0011ero mojib30BaHMsl.

Ilooknwuenue HCI/[n k cemam obujezo noav3oeanusn, ¢ mom uucie Humepnem,
mpedyem O0ONONHUMETbHBIX CPEOCME 3auiumpl 0a)xce 6 MomM ciayuae, eciu nepeoaua
NEPCOHANbHBIX OAHHBIX NO HUM He npedycmompena. /Ina ymeHbuieHus mpeodosanuii u
3ampam Ha 3auwumy unpopmayuu uyenecoodpazno uzonupoeamv om Humepuem ece
nokanvhole cemeesvie HCII/[n.

Ecin nmepconany HeoOxomum npoctyn B MHTepHer, TO Haumboinee MpoCTO
MPEAYCMOTPETh MJisi 3TOrO JOMOJHUTENbHbIE KOMIIBIOTEPHI (HApUMEpP, YCTapeBIIME), HE
noakarodas ux k UCIIx.

Ilpu mHego3MOdICHOCMU  pasmeuieHUs OONOJHUMENbHbIX PpPAdouyux CmaHyul
mpeodyromca oononnumenvusle cepmuduyuposannvie ®CTIK Poccuu cpedcmea 3auyumol
nookaouennvix kK Hnmepnem nepconHanvbHblX KOMNbIOMEPOS, eciu OHU 00padamvliearom
nepcomanvHule OaHHble.

CpenctBa 3ammthl nH(poOpMaluu (cepTuUIMPOBaHHAS OINEpAIOHHAS CHUCTEMa WIIH
CIIENMAIM3UPOBAHHBIE  CPEACTBA) HE JIOJDKHBI  paspemarb OJHOMY H = TOMY K€
3aperuCTPUPOBAHHOMY TOJIH30BATEN0 00pabaThIBaTh MEPCOHATBHBIC TAaHHBIE U BBIXOJIUTH B



Wuteprer. JIoMKHBI OBITH TakKe pa3rpaHUYCHBI pa3felibl JAUCKOBON MaMSATH U CMEHHBIC
HocuTen wWHpopManuu. Bwribop M HacTpoilika cepTU(PHUIMPOBAHHBIX CPEICTB 3aITUTHI
WH(OPMAIIUK MOTYT OCYIIECTBISTHCS CHUCTEMHBIMU aJIMHUHHUCTPATOpPaMU 00pa30BaTEIbHBIX
YUPEXKJIEHUN TpPU KOHCYJIbTUPOBAHHUU CO CHELHUATUCTAaMU B 00JacTH HHPOPMAIIMOHHOM
o6e3zonacHoctu. Ilpu Imom o00un eupmyanvHull NOAB306AMENb (CO CEOUM JIOZUHOM U
naponiem) noayuaem 603MOMCHOCHMYb 6bixo0a 6 Hnumepuem, a oOpyzoit — pabomams c
NEPCOHANLHBIMU OAHHBIMU. DMUMU NOIBL306AMENAMU MOMCEM OblMb O00HO U MOdNCe
dusuueckoe auuo. Ilo cpasnenuio c ewvioenennvimu APM, wuzonuposannvimu om
Humepnem, 3ampamul Ha 3augumy nepconanbHvix 0annvlx 6 Hepacnpeodenennvix HCI/[n 3
Kaacca 0aa MHoz2ononvzoeamenvckux APM ¢ pasnvimu npagamu nonvzoeamenei
Yeenuuuearomcs He3HauumeabHo.

Jna ymenvwenua mpeodosanuit Kk 3awume ungopmauuu munoevie HCI/n
(cucmemuvl Oyxzanmepckozo u kaopoeozo yuema 1C, Ilapyc u 0p.) pexkomenoyemcs
uzonuposeams om cemu Humepuem. 1lpu oOpaboTKe MEpCOHANbHBIX JAaHHBIX B Mpeiesiax
OpraHM3aIlMi TaKWEe CUCTEMbI, KaK MPaBWIIO, OYAYT COOTBETCTBOBATH HEpacIpeaciICHHBIM
UCIIu knacca K3. Ilpu stom nunensuit ®CTIK Poccun ot omeparopa mepcoHaIbHBIX
JAHHBIX HE Tpelyercs, a 3amMTa JaHHBIX OCYIIECTBISETCS TUIIOBBIMU  IHPOKO
pacripoCTpaHEHHBIMU CPEICTBAMHU.

3azpy3Ky 00HO61EHHBIX AHMUBUPYCHBIX 0a3 OAHHBIX, A MAKIHCE NPOZPAMM U Popm
nepcoHUPUUUPOBAHHO20 yuema u OMYemHOCHU YeNeco00PA3HO OCYULeCMEIAmb Ha OPY2UX
Komnvlomepax, nooKnouennvix Kk cemu Humepnem. be3onacHblil MepeHOC 3arpyKEHHBIX
daitnoB B uzomupoBaHHble OT MuTepHer nokanbHblie MCII/IH MOXkeT ocyliecTBISAThCS ¢
UCIIOJIb30BAHUEM MApKHPOBAHHBIX ChEMHBIX HOCHUTENCH, B 00s3aTETLHOM  IOPSIIKE
MIPOBEPSEMBIX AHTUBUPYCHBIMU CpeficTBamMu nepea 3arpyskoii B UCIT/IH.

Oguuyuanvno pacnpocmpansaemovie meppumopuanvnuvimu opeanamu ®HC Poccuu u
Ilencuonnozo  ¢onoa  Poccuu  npocpammel  npu  cOOaKWOeHUU  MPedOBAHUIl
uHgopmayuonnou oe3onacnocmu 6 uzoauposannvix HCI/[n knacca K3 mozym
UCNOIb308AMbCA NPU NOO20MOBKE OAHHBIX nepconuguuyuposannozo yyema. Ilpu smom
chopmuposannvie OanHbvle NEPCOHANUUPOCAHHO20 YUEmMA OONIHCHBL GbIZPYHCAMBCA U3
HUCIl/[n na cvemnuvle mapkupoeannsvie Hocumenu. Hezawjuwennaa nepecvlika no cemu
Humepnem oannwix, cooeprcamux ®HO ¢usuveckux nuy, nedonycmuma! VickioueHue
MOTYT COCTaBIISITh CBEICHUSA, HACHTUUIIUpPYIONIe paboTHUKOB Tonbko o MHH, nuanomy
KOy IEHCHOHHOT'O CTpaxoBaHUs U IpyruMm kojaM, 6e3 nepeaaun MO pusndeckux aui.

7. O6ecnieueHue 00MeHa NePCOHAIBLHBIMH JAHHBIMH.

OOMeH TIepCOHATBHBIMU JIAHHBIMH C IIOMOIIBEI0 MAPKUPOBAHHBIX CHEMHBIX HOCHUTEICH
HE O4YeHb YIOOHBIM, HO MeHee 3aTpaTHBIH CMoco0 3alIUIIEHHOT0 WH(OPMAIMOHHOTO
B3aUMO/JICUCTBUA.

/Jlna obecneyenHus HeoOX00UMO20 UHPOPMAUUOHHO20 83AUMOOCUCMEUA NO cemuU
Humepnem (B TOM 4YHUCIIC TEPECHUIKM DJICKTPOHHBIX TUIATEKHBIX JOKYMEHTOB, JIaHHBIX
MEPCOHATU3UPOBAHHOTO HAJIOTOBOTO y4eTa U Jp.) PeKOMEHOYemcsa UCHOIb306aNb
6blOeIeHHble ABMOMAMUZUPOBAHHbIE paAdouuUe Mmecmad, KOmopwvle He NOOKIIOYEHbl K
nokanvuvim cemegvim HMCII/[n. Tlpu >TOM TNOBBIIIEHHBIE TPeOOBaHUS M HEOOXOJUMOCTD
UCIIOJIb30BAHUS JIOTIOJTHUTEIBHBIX CEPTUPHUITUPOBAHHBIX CPEJCTB 3alIUTHl TEPEeChUIaeMbIX
JAHHBIX PACIPOCTPAHSIIOTCS TOJIBKO HA COOTBETCTBYIOINE APM.

Ilepenoc nepconanvnplx 0aHHBIX Mecdy B3aUMOJEHCTBYIOIMMHU 1O ceTh HTepHeT
evioenennvimu APM u nokanonvimu HCII/[n yenecoobpazno ocywiecmenimes ¢ HOMOULbIO
MAPKUPOBAHHBIX CHEMHBIX HOCUumeell. B TpOTUBHOM citydae HEOOXOIMMO JOTIOJTHUTEIBHO
HCIIOJIb30BATh JOPOTOCTOSIIIINE CEPTUDUIIMPOBAHHBIE MEKCETEBBIE KPAHBI.



C uenvio 3auumovl NepcoOHANbHBIX OAHHBIX NPU nepedaye NO KAHANAM C6A3U
YUACMHUKAMU UHPOPMAUUOHHO20 0OMEHA RPUMEHAIOMCA CPEOCMEa KPURmMozpaguueckoi
3augumul ungpopmayuu (CK3H), cepmudpuyuposannvie 6 ycmanoeieHHom nopsaoke.

Tak, nomyckaetcs npencrabienue ceegeHuii mo gopme Ne 2-H/IDJI ¢ npuBieueHneM
CIIELUATTU3UPOBAHHBIX CPEJICTB U ONEPATOPOB CBSA3H, OCYIIECTBISIONIUX Mepeaady JaHHBIX MO
TEJIEeKOMMYHUKAIMOHHBIM KaHallaM CBSI3U OT HAJIOTOBBIX ar€HTOB B HAJOroBble opranbl. [lpu
STOM HaJIOTOBBIN areHT W HAJIOTOBHIN OpPraH 00ECIeUNBAIOT XPAHEHUE JAHHBIX B JIEKTPOHHOM
BU/JIC B YCTAHOBJIEHHOM IOPSIJIKE.

AHaJIOTUYHBIE ~ BO3MOXKHOCTM  MPEJOCTABISIIOT  TEPPUTOpPUAIBHBIE  OpraHbl
[Tencuonnoro donga PD. Ilpu stom HeoOxomammo cobmromath «PermameHT obecrieueHus
0e30macHOCTH WHQpOpPMAIMK TpU OOMEHe 3IeKTpoHHBIMH JokymeHTamMmu B CDOJ[ IIOP mo
TEJIEeKOMMYHUKAIIMOHHBIM KaHaJIaM CBSA3H.

Ilpu 3mom makosce Mmozym uUCHOIB306AMBCA CPEOCMEA CREUUATUSUPOCAHHBIX
npoeaiidepoé (Koutyp-OkcrepH, Takckom u [1p.), KOTOpbI€ IO3BOJISIIOT OTIPABISTH
IOPUIMYECKU 3HAYMMBIE YJICKTPOHHBIC JOKYMEHTBI TI0 YCTAaHOBJICHHBIM (pOpMaM B HAJIOTOBBIC
opranbl U [IOP, a Takxe B Opranbl rOCy/1apCTBEHHON CTATUCTUKH.

8. Odopmuienne akToB KIaccupukanuu HHGOPMAIUOHHBIX CHCTEM
NEePCOHATbHBIX IAHHBIX.

[Tocne ompenenenust cnocob6oB moHmkeHus kiacca WCII[n ymonHOMOYeHHas
PYKOBOAMTENEM YUPEKIECHUS KOMUCCUSI 0OPMITSIET aKThl KilacCU(pUKAUU WHOOPMALIMOHHBIX
CUCTEM IEePCOHATBHBIX TAHHBIX TI0 MIPUBEACHHOM (Popme.

[TpumepHas ¢popma akTa KiaccuPpUKaLU
MH(OPMALIMOHHBIX CUCTEM, 00pabaThIBAIOLIUX
HEepCOHAIbHbIC JaHHbIE

YTBepxaaro

AKT
Kiaccuukanuu HHPOPMAITMOHHON CUCTEMBI, 00padaThIBAIOIIEH IEPCOHATLHEIE TaHHBIC
HauMeHO8aHue UHGOPMAYUOHHOLL cCUCmeMbl
Komuccusi, B COOTBETCTBUH C MIPUKA30M OT No B COCTaBeE:
npeJceaaTenb:
YJICHBl KOMHCCHH:

npoBsena kiaccudukanuio WHPOPMAIMOHHON CHCTEMBbl HAUMEHOB8AHUE UHGOPMAYUOHHOU
cucmemul, 00pabaTHIBAIOIIEH MEPCOHATBHBIC JaHHBIE, U YCTAaHOBUIIA:



Buiasnennsle onpedenaroujue npusHaKku Kaiaccuurayuu munogoi uHphopmayuonnoi
cucmemul:
—  Haugvlculas kamezopus 00pabamviéaemvlx nepcoHaIbHbiX dannvix (1, 2, 3);
—  Hanuyue c8edeHUtl, COCMasialuux 20Cy0apCmeeHHyI0 Uil CIyHceOHYI0 maiHy,
—  KOIUu4ecmeo oopabamuvleaemvix cyoObeKmos nepcoHalbHbiX OAHHbIX (OUANA3oH);
—  cmpykmypa cucmemsl (A6MOHOMHAS, IOKAIbHASA, PACHPEOeNeHHAs);
—  Hanuuue NOOKMOYEHUl K CcemsamM C8:A3U 00we20 Noab308aHus u (uiu) cemsm
MENCOVHAPOOHO20 UHDOPMAYUOHHO20 0OMEHA,
—  pedcum  00pabOmMKU  NEPCOHANLHLIX  OAHHBLIX  (OOHONONL30BAMENbCKUL  UTU
MHO2ONOIb3068AMENbCKULL);
—  pedxcum pasepaHuyeHus npas 0ocmyna noibzogamenell UHGOPMAYUOHHOU CUCTHEMbL
(6e3 pasepaHuvenus npas 00CMyna Uil ¢ pasepaHuieHuem npas);
—  MeCmOHaxodcOeHue mexHuuyeckux cpeocme UHGOPMayuoHHoOU cucmemol (8 npeoenax
Poccuiickoii  @edepayuu, uyacmuuno unu yeauxkom 3a npederamu Poccuiickoti
Deoepayuu.),

Komuccusi, Ha OCHOBaHWM ONPENCIAIOMNX TPHU3HAKOB KIACCUPUKANUA U B
cootBercTBUM ¢ npukazoM ®CTIK Poccuu, ®Ch Poccun, Munundopmcessizu Poccun ot 13
despant 2008 1. N 55/86/20 "OO6 yrBepxkneHuu Ilopsinka mpoBeneHUs KiaccupUKaIUH
WH(DOPMAIMOHHBIX CHCTEM IEPCOHABHBIX MaHHBIX", a Takxke ¢ pekomeHmamusmMu OCTIOK
Poccun,

PEIINJIA:

MPUCBOUTH HHPOPMAITMOHHON CHCTEME HAUMEHOBAHUE UHGOPMAYUOHHOU CUCTEMD,
oOpabaThIBaroleli NepcoHaNbHBIE AaHHble, Kiaacc K/ uau K2 unu K3 unu
CneyuanbHul.

[Ipencenarens

YneHbl KOMUCCUHU

9. [IpoekTHPOBaHUE U PeaTU3aLHs CPEACTB 3aIUTHI HHPOPMAIMOHHBIX CHCTEM
NEePCOHATBbHBIX IaHHBIX 3 H 4 KJIACCOB.

Ilpoexmuposanue u peanuzayua cucmem 3augumol munoewvix UCI/In, cywsecmeenno
npoue, uem cneyuanuzuposannsix. Ilpu 3ToM pa3zpaboTka TEXHUYECKOTO MPOEKTa OOBIYHO
CBOJIUTCS K BEIOOPY HaUMEHee 3aTPAaTHOI0 MOAXOIAIIEr0 TUIIOBOTO TEXHUYECKOTO PEeILIeHHs.

Cragus peanuzauuu TunoBbix MCIIJIH 3 kmacca cBoauTcs K NpUOOpPETEHHIO U
BHEJIPEHUIO THUIOBBIX TEXHUYECKHX CpeAcTB 3amuThl [1/[H U agantanuu TUIIOBOTO KOMIUIEKTA
HOPMAaTHBHOM M PErNIAMEHTUPYIOIIEH JOKYMEHTAIUH.

Cragus BBOAA B IEHCTBHE BKIIIOYAET ONBITHYIO 3KCIUIyaTallUI0 CHUCTEMBbI 3amuThl 11/1H,
MIPUEMO-C/IaTOUHbIE UCTIBITAHUS, aTTECTALMIO WU JIEKJIapUPOBAaHUE COOTBETCTBHS TPEOOBaAHUSIM
1o 6e301acHOCTH HH(pOpMaLUY, 00yUYeHUE IepcoHaIa.

Ha 3akmtountensHOM »Tame paboT OCYIIECTBISETCS MOATOTOBKA YBEAOMIEHMS (WK
COOTBETCTBYIOIIMX U3MEHEHUI) B TEpPpUTOpHANIbHOE NoApa3aeneHue Pockomuanszopa.

Ilpu peanuzayuu cpeocme 3auiumol HEOOX00UMO umMems 66Uy, YMO 00a3amebHble
mpeodoeanua no 3awume Il/[n ona UCI/In knacca K4, oopabamulearonjux odeznuuennsle
unu 06uedocmynnole NEPCOHAIbLHBIE OAHHbLE, CIyYae He YCMAHABIUBAIONCA.



Oobazamenvuple meponpuamusa no 3auiume NEPCOHATLHBLIX OAHHBLIX 6 MUNOBEHIX
nepacnpeoenennvix UCIl/[n knacca K3 mozym 6Ovimov ocywiecmeiienvl 6e3 npueiedeHus
cneyuanucmos 6 oonacmu ungopmayuonnoun oesonacnocmu. Ecnu ¢ maxkux cucmemax
APM nonv3oseameneii, pabomarouiux nepcoHAIbHIMU OAHHBIMU, HE NOOKIIOUEHbl K Cemu
(noxkanvnoit unu Hunmepnem), a o006MeH OAHHBIMU OCYUWLECMBAACCA C HOMOUbIO
MApKUPOBAHHBIX CHEMHBIX HOcCUumeneil, mo O00CHMAmoO4YHO UCHOIb306AMb CPeOCcmed
3auwgumul unpopmauuu (C3H), 6ecmpoennvie ¢ cepmuguuyuposannvie ®CTIK Poccuu OC
Windows XP/Vista.

[MpoaykTer Maiikpocodt, cepruduimpoBanasie Bo @CTOK Poccuu, ¢ Touku 3peHUs
POrpaMMHOT0 KOJa HHYEM HE OTJIMYAIOTCA OT OOBIYHBIX JIMIEH3UOHHBIX JIETAIbHbBIX
npoaykToB Maiikpocodpt. Onnako 6 coomeemcmeuu c 3akonodamenvcmeom Poccuu
Kaxcowtii Ikzemnaap cepmuguyuposannozo @CTIK Poccuu npooykma umeem naxem
OOKYMEHmMO08 20CY0apCmeeHno20 00pasua 0 mom, UYmo OAHHbIL NPOOYKmM AGIAEMCA
cepmupuyuposannbvim, 6KIIOUAA CHREUUATIbHBIL 3HAK COOMEEMCMEU ¢ YHUKATbHbIM
HoMepom. B KOMIUIEKTE C CepTU(GHUIIMPOBAHHBIM MPOTPAMMHBIM IMPOIYKTOM TOCTABIISETCS
crenualibHas dKCIUTyaTallMOHHAs TOKYMEHTAIIUsI, B COOTBETCTBHH C KOTOPOU OCYIIECTBIISIETCS
HACTpOWKa MW  KOHTPOJb CEPTU(PHUIMPOBAHHBIX MApPaMETPOB ATOTO  MPOTPAMMHOIO
obecrieyeHus.

Kpome Toro, obOnamarens CepTHPUIMPOBAHHOW BEPCHH  MPOIYKTa, HMEET
3alUIICHHBIN TOCTYNI K CHENUANTU3UPOBAHHOMY CAMTy AJsl MONy4eHUsl CepTU(DUIIMPOBAHHBIX
obHoBneHnid. CepruduuupoBaHHble TPOIYKTHl MalKpocopT MMEIOT OICHOYHBIH YPOBEHb
nosepust OY /{1 (ycuneHHBI) U MOTYT UCIIOJIB30BAThCA B COCTaBe MH(GOPMAIMOHHBIX CUCTEM
MEPCOHAIIbHBIX TAHHBIX.

Hacrpoiika u kondurypupoanue cepruduippoannoit ®CTIK Poccun OC Windows
XP MOXET OCYIIECTBIATHCS CaMOCTOSITEIbHO WM NPUOOpETaeMbIMH Y O(UIIMAIBHBIX
MOCTaBIIMKOB cpencTBaMu. bonee moapoOHas unHbopmanus o koHburypupoBanuun OC
Windows XP B cooTBeTCTBMH € TpeOOBaHHSIMH O€30MAaCHOCTH MPEICTABICHA HAa CalTax
(www.microsoft.com/Rus/Security/Certificate/Default.mspx, www.altx-soft.ru).

Jlononnumenvuaa 3auwguma unpopmayuu APM, ¢ xomopwix o0un eupmyaivHbulil
nonv3oeamend (co ceouUM JI0ZUHOM U RAPOeM) ROJIYYAEm G03MOMNCHOCHIbL 8bIX00a 6
Humepnem, a Opyzou — padomamb ¢ NEPCOHATLHBIMU OAHHBIMU, MOdMCEm Obimb
ocywecmenena c¢ nomowipto ymuaumest DevCon. OT10 cBOOOJHO paclpocTpaHseMast
MaiikpocodT mporpamMmma ¢ uHTEphEiHcOM KOMaHIHON CTPOKU, KOTOpask MO3BOJSIET BKIIOYATh,
BBIKJTFOYATh, TIEPE3aTyCKaTh, OOHOBIIATH, YIAISITh U ONPAIINBATh OTACIIEHBIC YCTPOUCTBA WIIN
TPYMIBI yCTPOUCTB.

Jlyis OTKJTFOUEeHHS ceTeBOW KapThl APM mosib30BaTess MepCOHATBHBIX JAHHBIX ITPH €T0
BXOJI€ B CHUCTEMY MOXET OBITh MPEAyCMOTPEHO BHIMOJIHEHHE KoMmaHnabl «devcon disable....
TakuM 00pa3oM, TaHHBIM BUPTYAIBHBIN ITOIH30BATENh HE MOXKET padOTaTh B CETH, HO MOXKET
paboTaTh ¢ TEPCOHANBHBIMU JaHHBIMHU. [l BKJIIOYEHHS CETEBOM KapThl y JPYroro
BUPTYAIBHOTO TIOJIb30BATENSI CETH, NPU €r0 BXOJE B CUCTEMY B aBTO3arpy3Ke MOXET OBbITh
MPEelyCMOTPEHO BBIMIOJIHEHHE KOMaHIbl «devcon enable.... DTo maer AOCTyNm K CETEBBIM
CepBUCaM W yCIIyraM KOpPIOpaTUBHOM ceTH W MHTepHeT, HO HEe MO3BOJIIET paboTaTh ¢
NepPCOHANBHBIMU  JTaHHBIMU. JlocTym monmp3oBareneid K JAUPEKTOpUsM  (Mamkam) ¢
NIEPCOHATBHBIME JTAHHBIMH TIPH 3TOM JOJDKEH ObITh pasrpanunden cpeactBamu OC Windows
XP.

Cosenadenue npozpammuvix Ko0oe cepmupuyuposannvix DCTIK Poccuu u
oovtunvix nuyensuonnvix OC Windows XP, umerowuxca npakmuuecku 6 Kaxncoom
yupesxicoeHuu, O0aem 603MOMCHOCHIL OCYULECIBUMb CAMOCMOAMENbHYI0 anpodayuio u
onvimuylo  Ikchayamayuro  cucmemwvt  3auwjumor  HCI/[n 00  npuodpemenusn
cepmucpuyuposannvix npooykmos. Ecnu e pe3ynromame onvimnoi IKcnayamayuu
eo3moxncnocmein C3H OC Windows XP okascemcsn nedocmamouno, mo om npuodpemenus


http://www.microsoft.com/Rus/Security/Certificate/Default.mspx
http://www.altx-soft.ru/

cepmupuuuposannoil  eéepcun  NPOOYKmMa MOMNCHO OMKA3AMbCA U npuodpecmu
cneyuanusuposannsvie C3U, ycmanaenueaemvie noeepx o00vitunou auyenzuonnou 0OC
Windows XP. T'ocynapctBennsiii peectp C3U, cepruduuupoanusix ®CTIK Poccun, MoxHO
3arpy3uTh ¢ oduimaabHoro caiita Www.fstec.ru/_doc/reestr_sszi/_reestr_sszi.xls.

B oonee cnoxcnvix cayuasx, uem nepacnpeoenennvie HCI/I[n knacca K3, ona
6bINOJIHEHUA pAOOmM HeodX00UMO RNpPUBNEKAmy CREYUAIUCO8 CHEUUATUZUPOBAHHBIX
opeanuzayuu:WWWw.fstec.ru/_doc/reestr_tzki/ reestr_tzki.xls,
www.fstec.ru/_doc/per_org_at/_orgat.xls.

10. IToaroroBKa K NpoOBepKaM 3aKOHHOCTH 00pPa0OTKM NEePCOHAJBHBIX IaHHbIX.

Pockomuamzop, ®CTOK Poccuu u ®Chb Poccum B pamkax cBoel KOMIETEHIIMHU
OCYIIECTBIISIIOT IJIAHOBbIE M BHEIUIAHOBBIE MPOBEPKU 3aKOHHOCTH OOpabOTKU MepPCOHAIbHBIX
JaHHBIX. DTO TPEIyCMOTPEHO PErJIAMEHTOM TIPOBEACHUS IMPOBEPOK MPH OCYIICCTBICHUU
dbenepalbHOTO0 TOCYAApPCTBEHHOTO KOHTPOJsS (Haa3opa) 3a COOTBETCTBHEM 0OpaOOTKH
MEPCOHAITBHBIX JIAHHBIX TPEOOBaHUSAM 3aKOHOATeNhCTBA PD B 001aCTH MIEPCOHATBHBIX JTAHHBIX
(www.rsoc.ru/.cmsc/upload/documents/20090828191123gJ.doc)

[IpoBepka ocymiecTBisieTcss B oTHomEeHUU OmepaTopoB - TOCYIApPCTBCHHBIX OpPraHOB,
MYHUILIUNIATBHBIX ~ OPTraHoB, IOPUAMYECKUX WM (U3MYECKUX JIMIl, OPraHU3YIOIMX M (W)
OCYIICCTBIISIONUX 00pa0OTKY TEPCOHAIBHBIX MaHHBIX, a TAKXKE ONPEICISIONINX IIed U
coJiep>kaHue 00pabOTKU MEPCOHANBHBIX JaHHBIX.

Ilposepka coomeemcmeun o00padomkKu nEPCOHANbHLIX OAHHBIX MPEHOSAHUAM
3akonooamenvcmea Poccuiickon @edepayuu 6 o0061acmu  NEPCOHANbHLIX  OAHHBIX
3agepuiaemcs.

- cocTaBlieHHEM U BpydueHueM Orneparopy akTa MpoBEpKH;

- Bbyrauedt Omepatopy mpennucaHuss 00 YCTpPaHEHWW BBISABICHHBIX HApyIICHUN
TpeboBaHuil 3akoHOaTeNbCcTBa Poccuiickoii Denepanyiu B 001aCTH EPCOHABHBIX JaHHBIX;

- COCTaBJICHHEM IPOTOKOJIA 00 aJMHUHUCTPATUBHOM MPABOHAPYIICHHH B OTHOIICHUU
Onepatopa;

- TIOJITOTOBKOM M HAIpaBIICHUEM MaTEPHUAJIOB IIPOBEPKH B OPTaHbI IPOKYPATYPHI, APYTHE
MPaBOOXpAaHUTENbHbIE OpraHbl I  pelIeHHs Bompoca O BO30OyXKIeHHH Jnerna o0
AJIMUHUCTPATHBHOM TIPABOHAPYIICHUH, O BO30YKICHWW YrOJIOBHOTO Jiela IO TpHU3HAKAM
MpaBOHAPYIICHUH (TIPeCTYIUIEHUH), CBA3aHHBIX C HAPYIIEHUEM MPaB CyOHEKTOB MEPCOHATBHBIX
JAHHBIX, B COOTBETCTBHH C TIOJIBEOMCTBEHHOCTBIO.

O mnpoBeneHun naanosoil nposepku Onepartop yBEAOMISIETCS HE IO3JHEE, YeM B
TEYCHHE TpeX pabdouyux MHEW 0 Hadajla e MPOBEICHHUS IOCPEICTBOM HAIMPABICHHS KOIHAU
MpHUKa3a PyKOBOAUTENS, 3aMECTUTENS PYKOBOAUTENS PockoOMHAa30pa Uil €€ TEPPUTOPUATILHOTO
OpraHa ¢ yBeIOMJICHHEM O BPYUYCHUH WJIA UHBIM JOCTYITHBIM CTIOCOOOM.

Bnennanogvie npogepku TpOBOIATCA MO CIEAYIOUIMM OCHOBaHHSM:

- HUCTeYeHUe cpoka ucnoiHeHus OmnepaTopoM paHee BBIAAHHOIO TMpEANucaHus o0
YCTPaHEHUHM BBISIBJICHHOTO HApYIIEHUS YCTAHOBJICHHBIX TpeOOBaHMN 3aKOHOJATEIHCTBA
Poccuiickoii @enepariuu B 006JaCTH NEPCOHANBHBIX JIaHHBIX;

- TocTyruieHHe B POCKOMHaI30p WM €ro TeppUTOpPHAIBHBIE OpPraHbl OOpalleHUi |
3asBICHUN TPpaXKAaH, IOPUANYECKUX JIML, WHAWBUIYAIBHBIX MpeInpUHUMaTenel, nupopmanuu
OT OpraHoOB TOCYJapCTBEHHOW BJIACTH, OPraHOB MECTHOTO CaMOYINpPaBJIEHUS, M3 CPEICTB
MaccoBOW MH(POPMALIUH O CIEAYIOMHUX (PaKTax:

- BOBHUKHOBEHHUE YIPO3bl MPUIMHEHUS Bpe/Ia )KU3HH, 370POBBIO TPaK/IaH,

- IpUYUHEHNE Bpea KU3HH, 3J0POBbIO IPaXK/IaH;

- HapylleHUWe MpaB M 3aKOHHBIX HHTEPECOB TIpa)kaaH JeHcTBUsAMHU (Oe3aeiicTBHEM)
OmnepaTopoB npu 00pabOTKe UX MEPCOHAIBHBIX TAaHHBIX;
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- "Hapymenue Onepatopamu TpeOoBaHMi HacTosiero denepaabHOrO 3aKOHA W HMHBIX
HOPMATHBHBIX NPABOBBIX aKTOB B O0JIACTH MEPCOHANBHBIX JAaHHBIX, @ TAKXKE O HECOOTBETCTBUU
CBEJICHUI, colepKaIUXCs B YBEIOMIIEHUH 00 00paboTKe MEepCOHAIBHBIX JaHHBIX, (PaKTUYECKO
NESITETbHOCTH.

O nmpoBeAeHWH BHEIUIAHOBOW  BBIE3AHOW mpoBepkd  OrmepaTtop  yBEIOMIISETCS
PockoMHa30poM MM €€ TeppUTOPUATIBHBIM OpPraHOM HE MEHEEe YeM 3a JBaJLaTh YeThIPe Yaca
JI0 Ha4aja ee POBEICHHUS JIFOOBIM JJOCTYIIHBIM CIIOCOOOM.

JlomkHOCTHBIE M@ POCKOMHan30pa MM €ro TeppUTOPHUAIBHOIO OpraHa, B KayecTBe
IPUIJIAIIEHHBIX CIENUAINCTOB, MOTYT NIpUHUMaTh yyactue B mposepkax ®Cb Poccun, ®CTOK
Poccuu, npaBooXpaHUTENbHBIX OPraHOB M OPraHOB POKYPATYPHI.

B xo00e npoeedenus npoeepku Pockomnao3op unu e2o meppumopuanvHwlii 0pean
ocyuiecmenaom cieoyoujue Meponpusmus no KOHmpoJi:

a) paccmomperue 00Kymenmos Onepamopa, 6Ka0UAIOUIUX C8E0CHUA .

- coJleprKalecs: B yBeJIOMJICHHH 00 00pabOTKe MepCOHATBHBIX JAHHBIX, MTOCTYIHBIINX
ot Oneparopa u pakTuyeckoit nestenbHocTH Oneparopa;

- 0 dakrax, coaepKalluX IMPU3HAKU HaAPYIICHHUsS 3aKOHOAATeNbCcTBA Poccuiickoii
Oeneparii B 00JIaCTH TIEPCOHAIBHBIX JTaHHBIX, HW3JIO)KEHHBIX B OOpAlICHUSIX TpaxIaH U
uH(pOopMalliK, MOCTYyNUBIIEH B POCKOMHAI30p UM €r0 TePPUTOPUATBHBIN OpraH;

- 0 evinoanenuu Onepamopom npeonucanuil 00 ycmpameHuu panee 6bviAe1eHHbIX
HapywieHull 3akoHonarenbcTBa Poccuiickoin denepannu B 00J1aCTU TEPCOHATIBHBIX JIAHHBIX.
/Jlannas nposepka npoeooumcs 6 euoe 6HenJ1aAH0B80I NPOBEPKU ;

- 0 Hamumu 'y Omneparopa MUCbMEHHOTO COTIacusi CyObeKTa MEPCOHAIbHBIX JaHHBIX Ha
00paboTKy ero nmepcoHaTbHBIX TAHHBIX;

- 0 coOmoneHun TpeOOBaHMK 3aKoHOAaTeNbecTBAa Poccuiickoit denepanuu  mpu
00paboTKe crneyuanbHbix KaTeropuil U OuomempuuecKkux NepPCOHaIbHBIX JAHHBIX;

- O IIOPAAKE U YCIOBUAX mpanczpanuunoﬁ nepeaadun repCoHaJlbHbIX JaHHbBIX;

- 0 MopsiAKe 00pabOTKU MEPCOHATBHBIX TaHHBIX, OCYUIeCm81AemMOoll 6€3 UCNONb308AHUA
cpeocme agmomamu3ayuu;

- 0 cobnwoenuu mpebdosanuil KoHguoenyuanbHocmu Npu 00paboTKe MEPCOHATBHBIX
JAHHBIX;

- 0 ¢akmax ynuumosncenus Onepamopom nepcoHANbHBIX OAHHBIX CYOBEKTOB
MEPCOHAJIbHBIX JAHHBIX 1O 00CMUMCEHUU yeau 00padomKu;

- Jo0Kanvhvle akmul Onepamopa, peziamenmupyloujue nOpAOOK U YCl0GUA
00padomKu nepconaIbHbIX OAHHBIX,

- 00 nHOM ACATCIIbHOCTH, CBSI3aHHOM C O6pa6OTKOﬁ MNEPCOHANIBHBIX JAHHBIX;

0) uccnedosanue (00cnedosanue) UHGOPMAUUOHHOU CUCMEMbl NEPCOHATIbLHBIX OAHHBLX, 6
yacmu__Kacarnuielucs __NepcoHaibHblX _ OAHHBIX _ CYODEKNI08 _ NEPCOHANbHBIX _ OAHHDbIX,
00padamovleaemvix 6 Hell.

Honscnocmuvie nuya Pockomuaod3opa unu e2o0 meppumopuaibHo20 O0p2aHa npu
npoeedenuu npoeepokK enpaee é npeodenax ceoeil KOMnemeHyuu:

- evl0asamb 00a3amenvHble 011 G6bINOJIHEHUA NPEORUCAHUA 00 YCmMpaHeHuu
6blA6/1ICHHBIX HapyuieHull B 0071aCTH NEPCOHANTBHBIX TAaHHBIX;

- cocmaeénamy NPOMOKONbL 00 AOMUHUCHIPAMUEHOM NPACOHAPYUWIEHUU VIIN
HaIlpaBJIATh B OPraHbl MPOKYPaTyphl, APYTHE IPaBOOXPAHUTENIbHBIE OpraHbl MaTEpPHANIbI IS
pelIeHns BOIpoca O BO30YXKJIEHUH JIel1 00 aJIMUHHCTPATUBHBIX MPABOHAPYIIEHUSIX, & TAKXKe O



BO30Y)KJICHHM YTOJIOBHBIX JIeJ 10 NMPU3HAKaM MPECTYIUICHUH, CBS3aHHBIX C HapyIIEHUEM IpaB
CyOBEKTOB MEPCOHANIBHBIX JIaHHBIX, B COOTBETCTBHUH C MOACIEICTBEHHOCTHIO;

- o6pa1uaTLc;1 B CyJ C HCKOBBIMH 3asBJICHUAMU B 3alIUTY IIpaB CY6TJCKTOB IEPCOHATIBbHBIX
JaHHBIX U MPEACTABIIATH HHTCPCChI Cy6’beKTOB MNEPCOHAJIBHBIX JAaHHBIX B CYAC,

- ucnonv3zoeams HeOOXO0UMYI0 MEXHUKY U 000pyoosanue, TPUHAIICKAIINC
PockoMHa130py HITH €r0 TEPPUTOPUAIIEHOMY OpPTraHy;

- 3anpawiueams u nNOaYUams HeodXooumvle OOKymenmol (ceedenusn) s JOCTUKEHUS
1esei MpoBEICHUsI MEPOIIPUATHS IO KOHTPOIIO (HaA30pY);

- noayuambs 0ocmyn K qu)OpMﬂquHHblM cucmemam nepCconaibHbvlx OGHHDbIX;

- HalpaBJsATh 3asBJICHHE B OpPraH, OCYIIECCTBIISIONIMN JUIEH3UPOBAHUE ACSATEIHHOCTU
OrnepaTopa, [Jisi pacCCMOTPEHHUS BOIIPOCA O MPUHATHH MEP 1O MPUOCTAHOBICHUIO JIEHCTBHS WU
AHHYJIUPOBAHUIO COOTBETCTBYIOLIEH JIMIIEH3UM B YCTAHOBJICHHOM 3aKOHOJIaTE€IhCTBOM
Poccuiickoit denepanmyd MOpSIAKE, €CJIM YCIOBUEM JIMIICH3MM Ha OCYIIECTBICHUE TaKOU
JIeATEILHOCTH MPETyCMOTPEH 3alpeT Ha Mepeavy MepCcoHANbHBIX JAaHHBIX TPETbUM JIULaM 0e3
corjiacusi B MUCbMEHHOM popMe cyObeKTa MepCoOHaTbHBIX JTaHHBIX

- NpUHUMAmMb Mepbl N0 NPUOCMAHOGIEHUI0 UNU RPEKPAUleHUI0 00padomKu
nepcoHanbHbIX OAHHBIX, ocywecmenaemoii c HapyuwieHuamu mpeboganuil
3akonooamenvcmea Poccuiickoit denepannu B 00JaCTH MEPCOHATBHBIX TAHHBIX;

- mpeboeamy om Onepamopa ymouHeHUA, ONOKUPOBAHUA WU YHUUMONCEHUA
HEe00CMOBEPHBIX UIU NOJIYYEHHBIX HE3AKOHHBIM NYMeM NePCOHANbHBIX OAHHBIX .

Ilpumepnulii nepeyens 3anpamiuéaemovix 0OKyMeHmos:

yupenuTenbHble JOKyMeHThl Oneparopa;

Komus yBeomiieHus: 00 00paboTke nmepCcoOHANbHBIX JaHHbIX;

MIOJIOXKEHUE O MOPsIKe 00pabOTKU MEPCOHAIBHBIX JaHHbBIX;

IMOJIOKCHHUE O IOAPAa3ACIICHHUU, OCYIICCTBIISIOIICM (1)YHKI_II/II/I 10 OpraHv3aluu 3alluThbI
NEPCOHATIBHBIX JAHHBIX;

JOJDKHOCTHBIC ~PErJIAMEHTBI JIMI, HMMEIOMIMX JOCTYn W (WJIM) OCYIIECTBIISIFOIIMX
00pabOTKy NMePCOHABHBIX JTAHHBIX;

IJ1aH MepOHpI/IHTI/Iﬁ I10 3a1IUTC MEPCOHAJIBHBIX TAHHBIX;
IJIaH BHYTPCHHUX ITPOBCPOK COCTOAHUSA 3alIUTHI ICPCOHAJIbHBIX JJAHHBIX
IMpHUKA3 O HA3HAUYCHUHN OTBCTCTBCHHLIX JIUII I10 pa60Te C IICPCOHAJIbHBIMU JJaHHBIMH,

TUNOBBIE (OPMBI JIOKYMEHTOB, NpEINOiaraiolye WIid AOMYCKAaIoIIMe CoJlepKaHue
IIEPCOHAIIBHBIX JIaHHBIX;

KYpHAJIbI, PEEeCTphl, KHUTH, COJEp)KalUe IEePCOHAIbHBIE JaHHbIE, HEOOXOIUMBIE IJIs
OJTHOKPAaTHOTO MpOMNycKa CyObeKTa NEepPCOHAIbHBIX JaHHBIX HA TEPPUTOPUIO, HAa KOTOPOH
HaxoauTcs OnepaTrop, WK B UHBIX aHAJIOTMYHBIX LEJIAX;

AOTOBOPELI C Cy6T)CKTaMI/I NEPCOHATIBHBIX NAHHBIX, JIMOCH3WKW Ha BUbI ACATCILHOCTHU, B
paMKax KOTOPBIX OCYIICCTBIISICTCA 06pa60TKa NEPCOHAIBHBIX JAHHBIX;

Boinucku u3 EI'PHOJI, conepikamiue akTyanbHble JaHHbIE HAa MOMEHT IPOBEACHUS
MIPOBEPKHU;

MpUKa3bl 00 YTBEP)KIECHWU MECT XpaHEHUs MaTePHUAIbHBIX HOCUTENIECH MepPCOHAIBHBIX
JTAaHHBIX;

NUCHbMEHHOE corjlacue CyOBeKTOB IEpPCOHAIBHBIX JaHHbIX Ha 00paloTKy HX
MePCOHAIBHBIX JaHHBIX (TUIIOBAs popma);

pacrnevyaTKy JIeKTPOHHBIX MIa0JI0HOB MOJIEH, COepIKale EPCOHALHBIE TaHHBIC;

CIpaBKH O IOCTaHOBKe Ha OanaHcoBbli yder IIOBM, Ha KOTOpBIX OCYyIIECTBISETCS
00paboTKa NePCOHATbHBIX JAHHBIX;



saxmoueHus dkcneptussl @Cb Poccun, ®CTOK Poccum 006 OIEHKE COOTBETCTBUS
CpeAcTB 3amuThl WH(pOpManuMM, TpeAHA3HAYCHHBIX IS oOecredeHus: 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX TpU HX 00paboTke (TMpoBepsieTCs TOJNBKO HAJMYUE JaHHBIX
JIOKYMEHTOB);

MPHUKa3 O CO3JaHUM KOMHUCCUU U aKThl MPOBEACHUS Kiaccuukanuu MHPOPMAIIMOHHBIX
CUCTEM IIEPCOHAIBbHBIX JIaHHBIX (IIPOBEPSAETCS TOJIBKO HAJIIMYME JAHHBIX JIOKYMEHTOB);

KypHaJIbI (KHUTH) yyeTa oOpalieHnii rpaxkaat (CyObeKTOB epCOHATBHBIX JJAHHBIX);

aKT 00 YHMUYTOXXCHUHU MEPCOHAIBHBIX JAHHBIX CYyObEKTa(OB) MEPCOHAIBHBIX JAaHHBIX (B
Cily4ae JOCTHKEHHUS 1esd 00paboTKN);

UHBIE  JOKYMEHTBI,  oOTpaxaromue  ucrnonHenue  OmeparopoM  TpeGOBaHUM
3aKoHozarenbcTBa Poccuiickoit denepannu B 00JaCTH IEPCOHAIBHBIX TAHHBIX.

AKm no pe3yiomamam RNPOGEPKU MOMCEM COOepHCcamp O00HO U3 CAEOYIOUUX
3AKAIOYEeHUTL:

- 00 omcymcmeuu HapyuwienHuli TpeOOBaHUH 3aKOHOMaTeNbCcTBa Poccuiickoit deneparm
B 00JIaCTH MEPCOHAIIbHBIX JIaHHBIX;

- 0 8bIAGNEHHBIX HapyuieHuax TpeOoBaHUN 3akoHoAaTenbcTBa Poccuiickoit denepanun
B 00JIaCTH TEpPCOHANbHBIX [AHHBIX, C YKa3aHHEM KOHKPETHBIX cTareid M (WJIM) MYyHKTOB
HOPMATHBHBIX MTPABOBBIX AKTOB.

Hanuuue u cobniodenue nepconanom mpedyemvix pacnopaoumenbHvix 00KyMeHmos u
UHCIMDPYKUUIL  AGNIAEMCA  HE0OX00UMbIM  ycloeuem obdecneueHus UHPOPMAYUOHHOU
be3onacnocmu nepcoHaIbHBIX OAHHDBIX.

11. Ipyrue Bonpocbl 00padOTKH NMEPCOHATbHBIX JAHHBIX.

JIpycue naubonee sarxcrvie 60npocvl 00PAGOMKU NEPCOHANILHBIX OAHHBIX U3JI0HCEHBL 6
nucome PDedepanvhozo azenmcmea no oopazoeanuro om 29.07.2009 Ne 17-110 «Oé
obecneuenuu 3auwgumol nepconanvuulx oanmvix WWW.ed.gov.ru/files/materials/10432/pil7-
110.pdf, www.pd.rsoc.ru/low. Jto:

- ohopmiieHHE coryiacusi Ha 00pabOTKY MEPCOHANBHBIX IaHHBIX,

- 3aKOHOAATCJIBCTBO O 3alIUTC MEPCOHAIBHBIX JAHHBIX,

- TIOPSIZIOK 00pabOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsIEMON 0€3 MCIOIh30BaHUS CPEJICTB
aBTOMAaTH3aIlNH,

- OCHOBHBIE OOS3aHHOCTH ONEpPaTOpOB HH(MOPMALMOHHBIX CHUCTEM, 00pabaThIBAIOIINX
MEepCOHAJIbHbBIC TAHHBIE,

- OCHOBHBLIC MCPOIIPUATUA TI10 obOecrieueHn0 0e30IMacHOCTH MNEPCOHANIBHBIX OaHHBIX B
YUPCKACHUAX O6pa30BaHI/IH,

- NOPAAOK NPOBCACHUSA aTTCCTANMOHHBIX (CCpTH(bHKaHHOHHBIX) PICHLIT@.HPIIZ,
- ACKJIApUPOBAHUC COOTBETCTBUA.

Hcn. Koponesckuii [Imutpuii AnekceeBud,
OI'Y THUU UTT «Mudopmukar
(495) 237-66-84, ispd@ministry.ru
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